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1
Decision/action requested

This pCR proposes resolution for one of the Editor’s Note in the UP IP draft CR.
2
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3
Rationale

In clause 6.6.4.3 of the UP IP draft CR to TS 33.501 [1], there is the below Editor’s Note:

Editor’s Note: Whether the UE and the ng-eNB can use EIA algorithm or NIA algorithm or both is FFS.

According to 5.3.1.2 of TS 36.331 [2], the ng-eNB decides whether to use EIA or NIA algorithm codepoints to negotiate the integrity algorithm to be used. Therefore, UE and the ng-eNB can use either EIA or NIA algorithm. In case of option 5 (E-UTRA/5GC for a UE not capable of NGEN-DC), the ng-eNB uses EIA algorithm codepoints. In case of option 4 (NE-DC) and 7 (NGEN-DC), the ng-eNB uses NIA algorithm codepoints. 
We propose to resolve this EN by replacing it with the following note:

NOTE: The ng-eNB decides whether to use 128-NIA or 128-EIA algorithm (cf. clause 5.3.1.2 of TS 36.331 [69]).

4
Detailed proposal

SA3 is kindly requested to approve the following pCR to the UP IP draft CR [1].
**** START OF CHANGES ****
6.6.4.3 UP integrity mechanisms between the UE and the ng-eNB
If the UE supports E-UTRA connected to 5GC, the UE shall indicate support of integrity protection by setting the EIA7 algorithm bit in 5G UE Security Capability IE (see clause 9.11.3.54 of TS 24.501 [35]) to indicate that the UE supports user plane integrity protection with an ng-eNB. 
Editor’s Note: The setting of the EIA7 bit to 1 needs to be specified by CT1 in TS 24.501. This Editor’s note can be removed once this is done by CT1.
If the 128-NIA algorithm is signalled by the ng-eNB to the UE, clause 6.6.4.2 applies.

If the 128-EIA algorithm is signalled by the ng-eNB to the UE, the following applies:

· The use and mode of operation of the 128-EIA algorithms are specified in Annex B of TS 33.401 [10].

· The input parameters to the 128-bit EIA algorithms as described in Annex B of TS 33.401 [10] are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER value of which is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.


NOTE: The ng-eNB decides whether to signal 128-NIA or 128-EIA algorithm (cf. clause 5.3.1.2 of TS 36.331 [69]).
If the ng-eNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.
UE and the ng-eNB (or the ng-eNB acting as the MN) shall derive UP integrity key as specified in Annex A.7 of TS 33.401 [10], with the KeNB set to KgNB.

**** END OF CHANGES ****
